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SBT Support for HTTPS 
 

Summary 
The SMS industry continues to evolve rapidly as more companies embrace the efficiency of texting. Solutions by Text is committed 
to providing products with a foundation in compliance, security and reliability. In order to ensure a more secure software platform 
for its clients, starting February 1, 2017, Solutions by Text will only support HTTPS (Secure HyperText Transfer Protocol) and 
decommission support for HTTP (HyperText Transfer Protocol). 

SBT clients connecting via HTTP must update their connections to HTTPS by February 1, 2017 in order to continue using the SBT 
service. 

 

What is HTTPS? 
Hyper Text Transfer Protocol Secure (HTTPS) is the secure version of HTTP, the protocol over which data is sent between your 
browser and the website that you are connected to. The 'S' at the end of HTTPS stands for 'Secure'. It means all communications 
between your browser and the website are encrypted. HTTPS is often used to protect highly confidential online transactions like 
online banking and online shopping order forms. 

Web browsers such as Internet Explorer, Firefox and Chrome also display a padlock icon in the address bar to visually indicate that a 
HTTPS connection is in effect. 

 

 
 

The encryption within HTTPS is intended to provide benefits like confidentiality, integrity and identity. Your information remains 
confidential from prying eyes because only your browser and the server can decrypt the traffic. Integrity protects the data from 
being modified without your knowledge. 

When you request a HTTPS connection to a webpage, the website will initially send its SSL certificate to your browser. This certificate 
contains the public key needed to begin the secure session. Based on this initial exchange, your browser and the website then 
initiate the 'SSL handshake'. The SSL handshake involves the generation of shared secrets to establish a uniquely secure connection 
between yourself and the website.  

When a trusted SSL Digital Certificate is used during a HTTPS connection, users will see a padlock icon in the browser address bar. 
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Why HTTPS? 
We most often hear about hackers attacking websites, but it’s just as easy and lucrative to attack your browser. One method is to 
deliver malware or lull someone into visiting a spoofed site (phishing). Those techniques don’t require targeting a specific victim. 
They can be launched scattershot from anywhere on the web, regardless of the attacker’s geographic or network relationship to the 
victim. Another kind of attack, sniffing, requires proximity to the victim but is no less potent or worrisome. 

Attackers watch the traffic to and from the victim’s web browser. The only catch is that the attacker needs to be able to see the 
communication channel. The easiest way for an attacker to do this is to sit next to one of the end points, either the web server or 
the web browser. Unencrypted wireless networks — think of cafes, libraries, and airports — make it easy to find the browser’s end 
point because the traffic is visible to anyone who can obtain that network’s signal. 

Encryption defeats sniffing attacks by concealing the traffic’s meaning from all except those who know the secret to decrypting it. 
The traffic remains visible to the sniffer, but it appears as streams of random bytes rather than HTML, links, cookies and passwords. 

 

How does HTTPS work? 
HTTPS pages typically use one of two secure protocols to encrypt communications - SSL (Secure Sockets Layer) or TLS (Transport 
Layer Security). Both the TLS and SSL protocols use what is known as an 'asymmetric' Public Key Infrastructure (PKI) system. An 
asymmetric system uses two 'keys' to encrypt communications, a 'public' key and a 'private' key. Anything encrypted with the public 
key can only be decrypted by the private key and vice-versa. 

As the names suggest, the 'private' key should be kept strictly protected and should only be accessible the owner of the private key. 
In the case of a website, the private key remains securely ensconced on the web server. Conversely, the public key is intended to be 
distributed to anybody and everybody that needs to be able to decrypt information that was encrypted with the private key. 

 

Why is HTTPS required? 
All communications sent over regular HTTP connections are in 'plain text' and can be read by any hacker that manages to break into 
the connection between your browser and the website. This presents a clear danger if the 'communication' is on an order form and 
includes your credit card details or social security number. With a HTTPS connection, all communications are securely encrypted. 
This means that even if somebody managed to break into the connection, they would not be able decrypt any of the data which 
passes between you and the website. 


